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Introduction

This is an unofficial manual for the basic configuration of SpeedTouch DSL 
products. I made this manual because the Thomson documentation lacks a 
general manual for their products, while a lot of the configuration and 
troubleshooting can be described in a single document.

This manual applies to all SpeedTouch products with firmware versions higher 
than R4.3 / R5.3. I decided not to include lower firmware versions because 
those releases are less used and slowly becoming obsolete. The lower 
firmware versions are also less generic, they do tend to differ quite a lot 
between different devices and software releases.

Most of the configuration described in this manual is focused on using the 
webinterface. Some additional configuration is included in the form of 
commands issued on the command line interface (CLI) of the SpeedTouch 
device.

The reader of this manual is expected to have some basic computer 
knowledge, like using a web browser and entering exact commands.
Most of the settings are described for Windows XP, since this is the most 
widely used operating system at the moment. 
I assume that people running an alternative OS like Linux should be able to 
interpret instructions for Windows XP and perform them properly on the OS 
that they run. I am considering including Mac OS X and Windows Vista 
instructions and screenshots in the future.

This is not a perfect manual. Don’t hesitate to contact me if there are errors 
in the manual, or when you have additional questions for the FAQ and 
Shortcuts section. I will highly appreciate any feedback on this document.

I hope this manual is useful to people who want to get the most out of their 
SpeedTouch device and solve any problems that may arise during daily use.

The author,

Johan Boonstra 
johanboonstra@dds.nl

(Please use my e-mail address for feedback on this manual only. For 
additional support on SpeedTouch devices described in this manual, contact 
the SpeedTouch Support.)
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Copyrights and licensing

This document is released under the Creative Commons Attribution-
Noncommercial 3.0 Unported License. 

You are free:

to Share — to copy, distribute and transmit the work 
to Remix — to adapt the work 

Under the following conditions:

Attribution. You must attribute the work in the manner specified by the 
author or licensor (but not in any way that suggests that they endorse you or 
your use of the work). 
Noncommercial. You may not use this work for commercial purposes. 

For more information visit the following webpage:

http://creativecommons.org/licenses/by-nc/3.0/

"Microsoft Windows" is a trademark of Microsoft Corporation.
"SpeedTouch" is a trademark of Thomson.
“Mac OS X” is a trademark of Apple Computer Inc.

Disclaimer

The author of this manual does not take any responsibility for any damage to 
computers, SpeedTouch (or any other) hardware and software installations 
caused by using the information contained in this document.
Please also note that this is an unofficial manual and that Thomson cannot be 
held responsible for any damage resulting from the use of this document.

Use common sense, read instructions carefully and pay attention to the Note 
parts in the manual.
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Supported devices

Following is a list of SpeedTouch devices (partially) covered by this manual:

ST510 and ST580 with firmware R4.3, ST516, ST546, ST576, ST706(WL), 
ST716(WL), ST780(WL).
Basically most SpeedTouch DSL products are supported, provided that they 
are running firmware R4.3, or R5.3 and higher.

Typographic Conventions

Different items will be indicated in the manual as follows:

Item: Format:

Buttons, links and menu items Broadband Connection, Start>Control Panel
in the operating system or the 
webinterface

Default keyboard buttons <Enter>, <Tab>, <Ctrl>.

Chapter or subchapter subchapter 3.1, setting up Wireless
mentioned in text

Command line interface :voice config country
(CLI) commands 
(aseparated from rest of text)

Commands entered on ping 192.168.1.254
computer, addresses

Notes (display additional,
sometimes critical information)
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1. Accessing the Speedtouch webinterface

1.1 Checking the status of the SpeedTouch

Before you try to access the webinterface, check that the SpeedTouch is 
properly started up. To access the Speedtouch, at least the Power and 
Ethernet light need to be solid green, provided you are trying to access the 
device with an ethernet cable. If the Power light is flashing red and doesn't go 
solid green, then the modem fails to start up properly.
If the Power light is solid green but the Ethernet light is flashing or completely 
off, then there seems to be a cabling problem. Please check the cable for 
damage, and try a different, preferably shorter cable.

For more information on the status lights of the Speedtouch, please refer to 
appendix A: Status lights and connectors of the SpeedTouch.

1.2 Accessing the webinterface

Most of the configuration of any SpeedTouch device can be done using the 
webinterface. By default the SpeedTouch can be accessed by a web browser 
on the IP addresses 10.0.0.138 and 192.168.1.254. You can also access 
the SpeedTouch by its name on the local network, speedtouch or 
speedtouch.lan. However, accessing the page with the actual IP address 
is the most reliable way.

To access the SpeedTouch webinterface open your favorite browser (Like 
Mozilla Firefox, Internet Explorer, Opera) and enter the address on the 
address bar and press <Enter>.
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Note: It is preferable to access any SpeedTouch device with a network 
cable if you are configuring it for the first time.  Using a USB link or a 
wireless connection will work most of the time, but will be less reliable.



Now the webpage of the Speedtouch will appear. For reference, a picture of 
the webinterface is included below:

There is also a different version of the webpage used in firmware versions 
R6.2 and higher. Basically both layouts of the webinterfaces are largely 
identical. The newer webinterface uses a red and white colour scheme, the 
old one red and blue.  In this manual, screenshots from firmware release R6.1 
and lower are used.
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1.3 Troubleshooting access to the webinterface

It could be that you experience problems accessing the webinterface. Most of 
the time the problem is that there is no network traffic with the Speedtouch.
The network connection could be misconfigured or blocked by firewall 
software.

Checking browser settings

Please check that your browser is setup properly. Dialup connections and 
proxy settings need to be disabled. In Internet Explorer you can set this up by 
going to Tools>Internet Options and then go to the tab Connections.
On this page make sure that the radio button is set to Never dial a 
Connection. The proxy settings can be checked by clicking on LAN Settings. 
Please check that the Use a proxy server... checkbox is unticked.
Screenshots of the Connections and LAN Settings windows are provided 
below:
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Checking network settings
First, check the status of the network connection:
In Windows go to Start>(Settings)>Control Panel>(Network and Internet  
Connections)>Network Connections.
Check the status described under the icon of the connection you have with 
the SpeedTouch. Following is a picture of the Network Connections in 
Windows XP: 
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Normally the connection status should be Connected. However, the 
connection could still be misconfigured. Doubleclick on the connection and go 
to the second tab, Support. Following is a screenshot of the Support tab:

Normally you should see the following information:

Address type Assigned by DHCP
IP address 192.168.1.64
Subnet Mask 255.255.255.0
Default Gateway 192.168.1.254

Note that the IP address can be different, the IP is valid if it is between 
192.168.1.1 and 192.168.1.253.

It could be that the Address Type is set to Manually configured. In that case, 
please check that the IP addres is in the range of the modem. That means 
and IP address in the range 10.0.0.1-254 or 192.168.1.1-253.
The IP address should never be the same as the address of the Speedtouch 
device itself.

Basic Configuration of Thomson SpeedTouch DSL products                                                  11  



If the IP address is set to a different range, then you need to setup TCP/IP to 
use either a dynamic IP or a static IP in the range of the SpeedTouch.

To do this, in Network Connections, right click on the network connection and 
click on Properties.  In the list of connection components, select Internet 
Protocol TCP/IP and click on the Properties button. Following is a screenshot 
of the window:

In the TCP/IP properties window, the normal settings that should be selected 
are Obtain an IP address automatically and Obtain DNS server address 
automatically. Click on OK and then Close, and you should get an IP address 
from the SpeedTouch.
You can check this by double clicking on the connection and going to the 
second tab, Support. Now the Address type should be Assigned by DHCP, and 
an address should appear in the range 192.168.1.x.
In the following text you can read how to setup a static IP address if the 
computer doesn’t get an IP address.
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Setting up a static IP address
Sometimes the modem is not giving out IP addresses or the computer doesn't 
receive the address due to firewall software blocking access.
Most of the time, not being able to get a proper IP address is caused by 
firewall software or an unknown problem in Windows. You should definitely 
try to disable or (if possible) uninstall firewall software and try to get an IP 
address again.  If this happens, the connection status will indicate Limited or 
no connectivity and the IP address will be 0.0.0.0 or 169.x.x.x
In this case, setting up a static IP sometimes solves the problem and gives 
you access to the webinterface.

To do this, access the properties of TCP/IP of the network connection, select 
the option Use the following IP address and enter the following details:

IP address 192.168.1.150 (last number can be 1 to 253)
Subnet mask 255.255.255.0 (will be automatically filled in)
Default Gateway 192.168.1.254

Also select Use the following DNS server addresses and enter 192.168.1.254 
as the preferred DNS server. You don't have to enter the secundary DNS 
server. Following is a screenshot with the correct details:

After entering the details click on OK and Close. The computer is now set up 
with a static IP address. Now try to access the webinterface again.
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Testing the connection to the modem with ping and telnet
If you still can't access the webinterface, try the following tests:

- Try to ping the modem and see if it responds. In Windows, go to Start>Run, 
enter the command cmd and press <Enter>.
On the command prompt, type the following command  
ping 192.168.1.254 and press <Enter>

You should get 4 ping replies like shown in the screenshot below:

If there are no ping replies from the modem then the modem is not 
responding properly. It could be that the modem has crashed for some 
reason and is not responding to anything. In that case it might be useful to 
reset the router. To perform a hardware reset on the SpeedTouch, please 
refer to appendix B: Resetting the SpeedTouch.

If the ping command works properly the next thing to check is if it is possible 
to access the modem with telnet. To do this you need to do the following. In 
Windows go to Start>Run and enter the command cmd and press <Enter>
Then enter telnet 192.168.1.254 on the command prompt
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and press <Enter> again. In the black screen it should now ask for a 
username as shown below. This basically proves that traffic to the modem 
using telnet is possible.

When the webinterface is still not accessible at this point, web traffic is 
blocked for some reason.
Again, most of the time problems like this are caused by firewall software or 
an error in the operating system. Also, as a last resort, perform a hardware 
reset on the modem as described in Appendix B.
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2.Setting up a connection to the Internet

2.1 Setting up an Internet connection

By default a SpeedTouch with the generic firmware installed is configured 
with a PPPoE connection with VPI/VCI values 8 and 35.
In this manual we will ignore this connection and setup the SpeedTouch from 
scratch using the built in Easy Setup. 

On the webinterface go to SpeedTouch and under Pick a task click on Setup
When you click on Setup, a new window will popup with the text Welcome to 
the SpeedTouch Easy Setup. Please click on Next to go to the next page. 
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Note: When a SpeedTouch is in its default settings, a page with the 
link Setup My SpeedTouch will automatically display when your 
browser tries to access a page on the Internet. Clicking on the link will 
bring up the Easy Setup described in this subchapter.

Note: In order to setup and use an Internet connection, the DSL or @ 
light on the modem must be solid green, indicating that the ADSL 
signal is present. If the signal is not present you will be able to setup a 
connection, but you won't have access to the Internet. Check the 
cabling in your house and contact your Internet provider for more 
support.



On the next page the setup will ask for the type of connection you want to 
setup as shown below:

It is possible that there will be an option "Voice Router" which will be skipped 
in this chapter because it applies to setting up VoIP which is described 
extensively in chapter 6.

Discussed connection items will be "Routed PPP" and "Bridged Ethernet".
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Routed PPP
To setup the modem for a routed PPP connection select it from the list and 
click on next. In the next screen the modem will ask for the VPI/VCI settings 
and the type of PPP. (see screenshot below)

Next, choose the type of PPP connection, PPP over Ethernet or ATM.
Again, this is a critical setting. Choosing the incorrect connection type will 
cause the connection to fail.
Click on next to go to the next screen. In the next screen you will have to 
enter the username and password for the connection. 
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Please choose the correct VPI/VCI and PPP settings. These are settings 
critical to proper operation of the connection. If you don't choose the 
proper values, the connection will not function at all.



You will have to enter the password twice to verify that you are entering it 
correctly.Below is a screenshot of this page.

After entering the username and password the wizard will ask you to setup a 
username and password for the webinterface of the SpeedTouch. See the 
screenshot below.

You can skip this step by clicking on Next and leave the webinterface 
unsecured. Most of the time this is not a real problem because the 
webinterface is only accessible on the local network and not on the internet.
If you use the wireless functionality on the modem or you have other people 
on the network that you do not want to be able to access the webinterface, 
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then it might be a good idea to secure the page with a username and 
password.
It is best to use the standard username Administrator and enter a password 
of your choice. After finishing the setup you can click on Next again to go to 
the final pages of the configuration.

The next screen will display a summary of the settings you have selected. You 
just have to click on the Start button to start the configuration. 

After the configuration is completed you will have to click on the Finish button 
to close the screen and finish the Easy Setup. It will take some moments for 
the device to set itself up. 
After setting up the modem, you might want to take a shortcut to 
subchapter 2.2 Checking the Internet connection to check that the 
Internet connection you just created is actually up and running.
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Bridged Ethernet
Bridged Ethernet sets up the modem as a bridge, which means that the 
modem will behave as a transparent device, routing all traffic to a connected 
computer, router or other device.
If you have an RFC1483 (also called EthoA) connection and you only need to 
connect one computer you can use this configuration.
This configuration can also be used if you have a router connected to the 
SpeedTouch and you want the router to connect by itself using PPPoE.

To start the configuration go to SpeedTouch>Pick a Task>Setup. Click Next 
and select the Bridged Ethernet option, then click on Next.
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Note: If you want to setup multiple computers with this type of 
connection, please refer to appendix D: Configuration files and 
templates. With Bridged Ethernet, it is only possible to connect one 
computer, router or other device at a time.



On the next page select the proper VPI/VCI value and click on Next. 

On the following page you can select whether the DHCP server is to be turned 
off or on. If you will get your IP address automatically from your Internet 
provider, it is best to turn DHCP off, as it can interfere with the DHCP 
requests that need to reach your Internet provider to get a proper public IP 
address.
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On the next screen you will be asked to setup a username and password for 
the webinterface. You can either fill in a username and password, or skip the 
setting and leave the webinterface unsecured.

It is best to use the standard username "Administrator" and enter a password 
of your choice. After finishing the setup you can click on Next again to go to 
the final pages of the configuration.

The next screen will display a summary of the settings you have selected. You 
just have to click on the Start button to start the configuration. After the 
configuration is completed you will have to click on the Finish button to close 
the screen and finish the Easy Setup.
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The SpeedTouch is now set up with Bridged Ethernet.
After this setup you might need to connect an additional router to handle the 
connection. If you are connecting a PC, you will need to renew the IP address 
of the network connection, or setup a static IP address if your Internet 
provider requires this. Please refer to your Internet provider for more 
information.

Custom connection setup
You might want to setup a different connection, like Routed Ethernet or DHCP 
Spoofing. For more advanced connection setup, refer to appendix D: 
Configuration files and Templates.
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2.2 Checking the Internet connection

Checking the connection status
After setting up the Internet connection you might want to check whether the 
connection is actually up. On the webinterface go to Broadband Connection 
and you will see 2 icons, like shown in the image below:

The DSL connection indicates wether the modem is synchronized to the ADSL 
signal on the phoneline. It should have a green tick.
If it has a cross, then the modem is not detecting the ADSL signal. Please 
check your cabling and contact your Internet provider.

The Internet icon indicates wether the Internet connection is up or not.
If the connection is up, it will show the following information:

Type type of connection
Uptime time that the connection has been up
IP address public IP address of the connection
Data Transferred data transferred over the connection

Everything should be fine, and you should be able to access pages on the 
Internet. Later in this chapter I will explain what things you need to check 
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when the connection is up but there doesn't seem to be access to the 
Internet.

If the connection is down, it will show a cross and the following information: 
(not shown in the screenshot)

Link status Disconnected
Connection Type type of connection, for example PPPoA
Last Error Message the last error that occured with the connection

The Last Error Message gives a good indication of what might be going 
wrong. Most of the time it will say Authentication failure, which means that 
you didn't enter the right username and password. 
To solve this problem, click on View More next to the Internet connection 
icon. Click on Disconnect, and now you should see a field with the username 
and password. Please check that the username includes the part with the @ 
symbol. For example:

johan1980@adsl-surfen
johndoe@aol.com

If you are unsure about the complete username and the password, contact 
your Internet provider for information.

If you mistyped the username and/or password, just empty the fields, re-
enter the username and password and click on Connect.
If you are connected if will show you a screen with a list of connection details 
like Uptime, Connection Type etc.
If you are still getting an error message with Authentication failure check the 
username and password again and try to reconnect.

There are some other error messages that may come up. Please refer to the 
FAQ section for instructions on how to solve them.
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Internet connection up, but no traffic
It is possible that the connection is up, but you still can't access the Internet.
When this happens you have to check the following things:

- Is the modem getting a proper public IP on the Internet?
In Broadband Connection check that the IP address displayed next to the 
Internet icon is a proper public IP address. If the IP is in the range 
192.168.1.x, 10.x.x.x or 172.16.x.x then you are not getting a public IP 
address and you are likely to end up on some Internet providers test network.

- Is the browser properly set up? Please refer to subchapter 1.3 
Troubleshooting access to the webinterface, section Browser 
Settings.
- Are the TCP/IP settings on the computer correct? For the correct settings, 
also refer to subchapter 1.3 Troubleshooting access to the 
webinterface.

- Is it possible to ping public IP addresses on the Internet? For example, try 
to ping one of Google's IP addresses.
Go to Start>Run, enter the command cmd and press <Enter>. Then type
ping 72.14.207.99  and see if you get any replies. If you get replies then 
the Internet connection is working properly, but your browser can't access 
pages because it can't resolve domain names to IP addresses. Please check 
that TCP/IP settings are correct, as described in subchapter 1.3.
- Is firewall software other than the Windows Firewall active on the 
computer? If so, disable the software temporarily and see if that solves the 
problem. As a last resort you may want to completely uninstall the firewall 
software.
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Note: It is possible that you cannot access the Internet, while your 
computer is OK, and the SpeedTouch is setup properly. Sometimes the 
traffic is blocked at your Internet provider and you may have to call and ask 
them to solve the data traffic problem.



3. Setting up the wireless network

When the SpeedTouch is properly set up and connected to the Internet, you 
can configure the wireless network to enable computers and other devices to 
access the wireless network of the SpeedTouch. This chapter discusses 
setting up a wireless network with the SpeedTouch. Of course, this chapter 
only applies to SpeedTouch devices that have wireless as a feature.

To access the wireless settings of the SpeedTouch you need to go to Home 
Network>Wireless>WLAN:SpeedTouchXXXXX and click on Configure on the 
top right hand corner.
Below is a screenshot which should clarify how to get to the wireless settings 
and what they look like:
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3.1 Basic Wireless Settings

The first part of the configuration page, Configuration, enables you to setup 
the network name and the channel (frequency) used by the wireless network.
We will discuss the most important settings, listed below.

Interface enabled [v]

This setting enables or disables the wireless network. If you can't detect the 
network on computers, please check that this option is checked.
If you want to turn off the wireless functionality (for example if you don't 
want to use the wireless network at all) , you can uncheck the box and click 
on Apply on the bottom of the page. The wireless network interface is now 
disabled.
You can re-enable it later by ticking the box again and clicking on Apply.

Network Name (SSID)

This item specifies the network name that is used. The default name of the 
network is "SpeedtouchXXXXXX" where the X's are a random string of 
numbers. Resetting the modem will always change the network name to this 
default network name, with the same random numbers. These numbers are 
factory generated and will always be the same for a SpeedTouch device.
You can enter your own network name if you don't want to use the standard 
network name. Just enter a name and click on Apply to make it active.

Interface type

This setting specifies the wireless network standard used on the modem.
There are 4 settings for the wireless Interface type. Most of the time the 
setting 802.11b/g works fine for all the devices that want to connect. The 
other options are offered for backward compatibility.
You can set the Interface Type to 802.11g if you want to prevent that older 
devices connecting with 11 Mbit/s will slow down the entire network.

Actual Speed

Simply indicates the current speed of the wireless network. Combined with 
the Interface type you can check whether the network is working at the best 
performance. Will show either 11 or 54 Mbit/s, depending on the wireless 
network configuration.
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3.2 Changing the channel and channel selection

These two setting are closely related, that is why I will discuss them together. 
By default the Channel Selection is set to Automatic, which means that the 
modem will select the best channel available (the channel with the lowest 
signal level). Channel will simply indicate the current channel that is being 
used.

The automatic channel selection doesn't work properly on a lot of 
SpeedTouch devices. A lot of the time the device will simply choose channel 
1, resulting in an unstable network if this channel happens to be in use by 
another network. 
Most of the time it is best to set the SpeedTouch to a static channel, and 
change the channel number if needed. Also, avoid using channel 13 as some 
wireless network adapters cannot access this channel.
To setup the wireless network with a static channel, set Channel Selection to 
Manual. Next to Channel you will be able to choose from the 13 available 
channels. Pick a channel and click on Apply on the bottom of the page. The 
channel is now set up static.
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Note: The part of the radio spectrum (2.4 GHz ISM) used by the wireless 
network is used by other wireless networks and applications such as wireless 
audio/video links and microwave ovens.
A channel that is fine today can become less suitable or unusable if 
someone nearby activates a device that uses the 2.4 GHz band.
If a wireless setup has been working fine and suddenly stops working, it is 
always a good idea to change the channel of the wireless network and see if 
that solves the problem.
When changing the channel, please choose a channel at least 3 channels 
away from the old channel, as the wireless channels overlap in frequency.



3.3 How to secure the wireless network

By default, any wireless SpeedTouch device is unsecured.
It is highly recommended to secure your wireless network. An unsecured 
wireless network provides easy access for hackers to your local network. Also, 
your Internet connection can be abused by people, visiting inappropriate 
websites and sending spam. This might cause the Internet provider to 
temporarily block your connection.
To secure the modem with WEP or WPA, perform the following steps:

On the page Home Network>WLAN:SpeedTouchXXXXXX>Configure, go to the 
Security part, as shown in this screenshot:

Next to Wireless Encryption, choose WEP or WPA-PSK encryption.
Next to Wireless Encryption Key, the webpage will display the current 
encryption or passphrase key used for the wireless network. Write it down or 
create your own key or passphrase.
If setting up the SpeedTouch for the first time, you will be fine when using 
the default random, factory generated key.
After setting up the type of encryption you have to click on Apply to make the 
settings active.

The WLAN light on the modem will indicate the type of security used. Orange 
means that WEP is used, green means that WPA-PSK is being used. Red 
means that the wireless network is unsecured.
So preferably the light needs to be either orange or green.
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About WEP keys and WPA passphrases
WEP uses either 64 or 128 bit keys, which are respectively 10 or 26 
characters long and consist of hexadecimal values. Hexadecimal characters go 
from 0 to 9 and from A to F. Characters like O or Z are not used. Also, 
hexadecimal doesn't have upper or lower case characters. Entering the key in 
upper or lower case doesn't make any difference.
WPA-PSK uses passphrases. You can enter any password you like, as long as 
it is at least 8 characters long. You can use all the letters and numbers, upper 
and lower case. 
Of course, when setting up a passphrase make sure that it is a strong one. A 
passphrase should at least contain a mix of normal letters and numbers. Don't 
use simple words because those passphrases can be defeated with a so-called 
dictionary attack where the person trying to crack the wireless network tries 
each word in a predefined dictionary.
Please note that the default WPA key set on the SpeedTouch is in upper case, 
so you have to enter it properly on computers you want to connect to the 
wireless network.

About the security of WEP and WPA
WEP encryption has been shown to have a weakness, so with some effort it 
can be cracked. Most computer users don't have this knowledge so WEP still 
provides some form of security. A WEP encrypted network still deters people 
who are just looking for an unsecured network to connect to and get access 
to the Internet for free.
If you want your wireless network to be really secure, use WPA. At the 
moment no attempts to crack it have proven to be successful. WPA also has 
the advantage of using a passphrase instead of impractical and cryptic 
hexadecimal keys.
However, some computers have problems with WPA.  In general, WPA is less 
well implemented than WEP. Sometimes you will need to downgrade the 
security to WEP to get all your computers to connect.
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Broadcasting of the network name (SSID)
By default the network name will be broadcasted. For additional security you 
can turn off the broadcasting of the network name.
Under Security on the wireless settings page, uncheck the box next to 
Broadcast Network Name and click on Apply.
Now anyone who wants to connect to the network needs to know the exact 
network name. When connecting they have to manually enter the network 
name.
Please note that this is a weak form of security to use on its own, and that 
setting up encryption is a better way to secure the modem. There are also 
tools that can detect and identify hidden networks.
It is best to use strong encryption such as WPA, and leave the modem visible, 
so that you can't make errors in entering the network name.
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3.4 Troubleshooting the wireless network issues

Wireless networks are not perfect. The signal of the wireless network might 
be interfered with on the crowded frequencies it uses, and software issues 
might occur. In this subchapter, I will explain how to deal with such 
problems.

Unstable or slow wireless connection
The majority of unstable connections are caused by interference on the 
frequency the wireless channel is using. Try to change the channel by going 
to Home Network>WLAN:SpeedTouchXXXXXX and clicking on Configure.
Set the channel selection to Manual and choose a channel at least 3 channels 
away from the old channel (current channel is shown on the page next to 
Channel, under the Channel Selection). After choosing the channel, click on 
Apply to register the settings in the modem.

This problem can also be software related. It is possible that Windows is 
trying to connect to other networks, or that a wireless client manager 
program is trying to take over control from the Wireless Zero Configuration.
For setting up WZC properly and troubleshoot issues, please refer to 
appendix G: Wireless Zero Configuration.

Network not visible
If this occurs, you need to check the following things:

- Is the wireless interface enabled? Please make sure that in the wireless 
settings, the box is checked next to Interface Enabled. If not, enable it and 
click on Apply.
- Is the network name broadcasted? In the wireless settings under security, 
make sure that Broadcast Network Name is enabled. If not, check the box 
and click on Apply.
- Try to change the channel as described in 3.2 Changing the channel and 
channel selection.

Also check appendix G: Wireless Zero Configuration. to make sure you 
have configured WZC correctly. 
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4. Voice over IP configuration

4.1 Explanation of Voice over IP
Voice over IP (VoIP) is a technology which enables you to use your internet 
connection for phonecalls, both in and outgoing.
VoIP services can be less expensive to use than traditional landlines. VoIP is 
also slowly gaining more popularity. However, VoIP is still less reliable than 
landlines, because it is dependent on the Internet connection.
Because it is cheap and quite easy to setup, you may want to configure the 
VoIP feature on your modem. In the next subchapter I will explain how to do 
this.

4.2 How to setup Voice over IP
First of all, make sure that you have access to a VoIP service. When you have 
registered, your VoIP provider should provide you with the following settings:

- a phone number
- your username and password
- the registrar and proxy servername, along with the used ports (mostly 
5060)

To setup VoIP, you need to go to Toolbox>Telephony> on the webinterface.
A screenshot is provided below:
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To go on and configure VoIP, you need to click on Configure in the top right 
corner of the screen.
You will now end up on the Configure tab. See the screenshot below:

Tick the box next to Service Enabled. Click on Apply.  Click on Add  below 
Telephone Numbers. Now fill in the following fields:

SIP URI the telephone number given by the VoIP provider
Username username, often the phone number itself
Password the password associated with the username
Confirm Password again enter the password
Port possible options: 1,2 both. You can choose for which port 

the account becomes active. Normally you have to 
choose 1 or All.

After entering the settings, click on Apply.

Now click on Expert Configure link in the top right corner. The following 
screen will be displayed:
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In this screen you have to enter the voip registrar and proxy service, along 
with the TCP/IP port used. You will have to provide the fields with the 
following information: 

Registrar the main VoIP server (i.e. sip3.voipbuster.com)
Registrar port 5060 by default, only change when another port is used
Proxy the proxy VoIP server, same as the registrar, except 

when specified otherwise.
Proxy port 5060 by default, only change when another port is used
Expire time 3600 by default. Most of the time this setting can be left 

on this value.

After entering all the values, click on Apply to change the settings.
After applying, the screen will go to the Details section of the Telephony 
page.
If everything is OK (modem is connected to internet, details entered are 
correct) the telephone number will be shown in the list, and under Registered 
there will be a green tick.
You should now be able to use VoIP to make phone calls over the Internet.
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4.3 Troubleshooting VoIP issues

Unfortunately VoIP isn't totally trouble-free. In this subchapter I will explain 
how to solve a certain issues that may occur when using VoIP on a 
Speedtouch device.

No sound when calling,  or answering incoming calls, unstable 
connections

Most of the time this problem is caused by the voice codec priority set 
incorrectly in the modem.
You can try to solve this issue by changing the priority of the voice codecs in 
the modem. You have to give the top priority to the voice codec(s) that are 
preferred by your VoIP provider. For information on the preferred codec(s), 
contact your VoIP provider.
This option is not available through the webinterface. You have to establish a 
telnet connection to the modem to change this setting.

To get instructions on how to access the modem with telnet, please refer to 
Appendix X: Accessing the modem with Telnet.

First list the codecs by entering 

:voice codec list

and pressing <Enter>. You will see a list displaying the available codecs.
The "codec type" will indicate the codec, the "priority" will show the current 
priority of the codec. Please note that different codecs can have the same 
priority.
For best performance with your VoIP provider you will have to give the 
preffered codec(s) priority, and move the other codecs down on the list.

To change the priority of codecs, enter the command 

:voice codec config

and press <Enter>.
The modem will now ask for the following details:
(you can choose between different settings with the up and down errors on 
your keyboard)

[type]= voip codec (choices are g711, g711u, etc.)
[vad]= voice activation detection, can be skipped
[priority]= priority of the codec
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To give a certain codec first priority select this codec with the type= setting 
and press enter. With the arrow keys, select priority  and press <Enter>.
Enter the preferred codec priority, in this case it is 1 and press <Enter> 
again. Now press the <Tab> key to go to the <Ok> option and press <Enter> 
again.

You have now moved a certain codec to the first priority. If needed, you can 
assign the top priority to more codecs in the same way.

You also need to move other voice codecs down so that they don't have top 
priority anymore. You can do this the exact same way as moving a codec up 
in the list, you just have to assign a higher priority number to a codec.
To see which priority codecs have, you can issue the command 

:voip codec list

again.

If you are quick with the keyboard, you can also enter the settings in one rule 
on the command prompt in the following way:

:voice codec config type=g711u priority=1

Where priority and type can be any codec or priority number.

After setting up the codecs, you need to exit the menu. You can do this by 
going to the Ok and Cancel buttons with the <Tab> key, selecting Cancel 
and pressing <Enter>
You will now be back on the normal command prompt.
To save all the settings, enter the command 

:saveall 

and press <Enter>.
The settings are now saved. This is mandatory, if you don't save the settings, 
the modem will forget them at the next reboot!

Now try to use the VoIP functionality on the modem and check that 
everything is working ok.
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No caller ID on connected phone(s)

This problem is most likely related to the country setting of the VoIP part of 
the modem. You have to check that your modem is setup for the correct 
country by entering the command 

:voice country list

You will now see for which country the modem has been set up. To change 
the country, use the command

:voice country config

Press <Enter> and you can choose a country. To select it, press <Enter> go 
to Ok and press <Enter> again. Now go to Cancel with the <Tab>  key and 
press <Enter>. 
Back on the command prompt, you have to enter the saveall command 
again to save the country setting permanently.

Other specialized settings

In the appendix F: Forced FXO and Dialplans you will find additional 
settings like enabling Forced FXO and the creation of custom dialplans.
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5. Home Network settings

The Home Network part of the webinterface enables you to view and change 
various settings of the local network connected to the SpeedTouch.

5.1 Listing devices / Network overview

You can request an overview of the network which lists all interfaces available 
on the SpeedTouch, and the connected devices. See the following screenshot:

Clicking on a device connected to an interface will show you more details of a 
device, for example its IP address , its name on the network and hardware 
address, and the interface it is connected to. 
Clicking on an interface itself will show an overview of the settings of the 
interface.

To view which network devices (computers, network printers, various other 
devices)are connected you have to click on Home Network, and under it click 
on Devices. 
This functionality is very handy to troubleshoot problems with the network. 
You can see if a certain computer is connected and active. It is also possible 
to see if unknown computers are connected to your wireless network.
A screenshot is provided below:
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By clicking on Configure you can edit certain properties of devices. 
You will notice that next to a device, you will now have the options Edit and 
Delete available. Edit shows more properties of the device
This page will show the following details about a device:

Information

Name
the name of the device on the network. You can enter a new user-defined 
name if needed. This overrides the autodetected name.

Status
Either "active" or "inactive". Indicates whether a device is active (turned on) 
or not. Useful for detecting which computers are on.

Type
Shows the currently set type of device. You can label a device as a certain 
type of device, for example Desktop or Laptop computer. Does not influence 
operation of device, only labels it.

Connected to
Indicates to which interface the device is connected, for example to Wireless 
or Ethernet.
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Addressing

Physical Address
Shows the MAC (hardware address) of the device

IP Address Assignment
Indicates whether the IP address is set manually or automatically assigned by 
DHCP

IP Address
Shows the current IP address of the device

Always use same IP address
Shows whether the same IP address is assigned to this device each time it is 
connected. You can tick or untick the box to enable or disable this function

DHCP Lease Time
Shows how long a certain IP has been assigned to this device by DHCP.

Connection Sharing

Here you can select a certain Game or Application to be assigned to this 
device. The Game and Application Sharing functionality is discussed in detail 
in chapter 6: Setting up Game And Application sharing and UPnP.

When you are finished looking at the details of the device, and you have 
made changes, don't forget to click on Apply to save the settings.
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5.2 Assigning the public IP address to a device

If you want a certain device to have a direct connection to the internet 
without the use of NAT (network address translation) you can assign the 
public IP address to a device.
You might want to do this if you want to connect a router and/or firewall to 
the SpeedTouch and let this device share the Internet connection between 
different computers and manage the local network.
This function can also be used if you are having trouble forwarding TCP/IP 
ports to a device using Game and Application Sharing.

To assign the public IP Address to a Device, go to Home Network>Devices 
and under Pick a Task click on the option Assign the Public IP address to a 
local network device. See the following screenshot.

 

In this screen you can choose a device to assign the public IP address to.
Please note that this IP address is assigned through DHCP. You can only 
assign the public IP address to a device that is set to automatically obtain its 
IP address. If you are using a static IP addres on a device, you cannot assign 
the IP address to it. Please setup the device so that it gets the IP address 
automatically if you want to assign the public IP address to it.

Under Device select the device on the local network, then click on Apply to 
save the settings. After applying the setting you have to renew the IP address 
on the device. Most of the time, restarting the device or unplugging and 
plugging in the device will result in the renewal of the IP address.
After renewing the device should get the public IP address and be able to 
access the Internet without restrictions.

Basic Configuration of Thomson SpeedTouch DSL products                                                  44  



5.3 Changing the LAN IP of the Speedtouch

By default, the SpeedTouch is configured with 2 local IP addresses, 
192.168.1.254 and 10.0.0.138. The latter IP address is set to provide easier 
access for people who are used with the old 10.0.0.x range of older 
SpeedTouch products.
For certain purposes it might be that you want to change, delete or add a 
local IP address. A good example is needing to change the IP address of the 
local network to be able to connect with a VPN (Virtual Private Network) 
which has exactly the same IP range.
To be able to connect you have to change the local subnet and DHCP pool.

To do this, click on Home Network on the right, under it click on Interfaces 
and then click on LocalNetwork. When the page is loaded, on the top right 
click on Configure.
You will now end up on the configuration of the local network. A screenshot is 
provided below:

You first have to add a new IP address. Under IP Addresses, fill in a new IP 
and its subnet mask. For example, you could enter 192.168.0.254 as the 
address, with the subnet mask 255.255.255.0. 
With local subnets the mask is three times 255 and a 0 most of the time.
Click on Add to add the IP address. The SpeedTouch is now accessible with 
the new IP address.
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After adding the new IP address you may want to delete the old IP addresses. 
You can't do this as long you are accessing the webinterface with the IP 
address still in the list. You have to login with the new IP address and then 
you can delete the old IP addresses. Just go to the same page again and click 
on Delete next to the old IP address.
You can either setup your computer with a static IP address in the range of 
the new IP address/Subnet to access the webinterface and delete the old 
addresses, or setup DHCP to assign addresses within the new subnet 
automatically, as described in the next subchapter. 
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5.4 DHCP Settings

This subchapter describes how to setup and change the settings of the DHCP 
server on the modem.
DHCP means Dynamic Host Configuration Protocol. It automatically assigns IP 
addresses to devices and computers that are connected to the SpeedTouch.
This is easy because you don't have to setup manual IP addresses on 
connected devices.
When setting up a new IP address like described in the previous subchapter, 
it is practical to also change the DHCP pool so that connected devices will 
automatically configure themselves for the new IP address and subnet.

To change DHCP settings, you first have to disable the DHCP server. Untick 
the box next to Use DHCP server and click on Apply.
Now, next to the DHCP pool LAN_private click on Edit to edit the DHCP pool. 
You will now see the following screen:

On this page you can change the following settings:

Interface
The interface to which the DHCP settings apply. You can leave it on 
LocalNetwork.
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Start Address/End Address
The first and the last IP address in the DHCP pool. Note: the IP addresses 
have to be in the same network as the new IP set for the SpeedTouch.
You could for example set 192.168.0.64 as the start and 192.168.0.253 as the 
end address.

Subnet Mask
Leave on 255.255.255.0 or enter this value

Server, Gateway, Primary and Secundary DNS address
Enter the new IP of the SpeedTouch here, for example 192.168.0.254

Primary and Secundary WINS
Can be left on 0.0.0.0

Lease Time
Indicates the lease time. 1 day by default, which is a proper setting for most 
users

Always Assign Same IP address to DHCP clients
Makes sure that clients get the same IP address everytime they connect to 
the network

After changing the settings, click on Apply. On the top right, go to Configure 
again. Tick the box for Use DHCP server, and click on Apply again.
The DHCP pool is now changed and the SpeedTouch will assign local IP 
addresses in the range of the new network to devices.

Turning off DHCP

If you want to have another server in your network handle DHCP, you have to 
turn of the DHCP server on the Speedtouch.
This is simply done by going to  
Home Network>Interfaces>LocalNetwork>Configure, uncheck the Use DHCP 
Server box and click on Apply. DHCP is now turned off.
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6. Game and Application sharing and UPnP

6.1 Explanation of NAT

If you are using a standard end user connection you will only have one public 
IP address most of the time. To share the connection between multiple 
computers, the SpeedTouch uses a technology called NAT, Network Address 
Translation. This technology is used in a lot of end-user and professional 
network products. It basically means that multiple computers can access the 
Internet through one public IP address.
A limitation of NAT is that connections that are not initiated by computers on 
the local network are ignored. That is because the SpeedTouch doesn't know 
to which computer the traffic has to be forwarded.
To enable a computer on the local network to be reachable, you need to 
forward one or more ports to it.
A lot of applications and games require one or more ports to be open. Game 
and Application Sharing provides a user-friendly interface to do this.
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6.2 Accessing Game And Application Sharing

To access Game And Application sharing, go to Toolbox>Game And 
Application Sharing. You will see the following screen:

In the main screen you will see an overview of the Game And Application 
sharing settings.
The first heading, Universal Plug and Play lists the settings for UPnP.
By default, UPnP and Extended Security are off. More information about UPnP 
and its settings is given in subchapter 6.5: UPnP information and 
configuration.
Under Assigned Games and Applications you will see which games or 
applications are assigned, and to which devices they have been assigned.
For example you can see that the application Microsoft Remote Desktop is 
assigned to device ServerX.
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6.3 Assigning a Game or Application to a network device

To make a device (computer or other hardware) work with a certain game or 
application, you need to forward the appropriate ports to it. You can do this 
by assigning a Game or Application to the device. Any Speedtouch modem 
comes with a list of predefined Games and Applications.
The list contains predefined settings for various Internet applications like 
HTTP (webserver), FTP, incoming VPN connections, and games like 
Counterstrike, World of Warcraft etc.
If the application is not present in the list, you have to create it yourself. 
Creating a new Game or Application is explained in the next subchapter.

To assign a Game or Application to a device, under Pick a Task, just click on 
Assign a game or application to a local network device, or click on Configure
You will now end up on the Configure tab. See the following screenshot:

Under the text following Assigned Games and Applications you can now select 
a Game or Application and assign it to a device. After choosing the Game or 
Application and the Device you have to click on Apply to activate the settings.
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If you don't now a device's name, then you can also enter it's local IP address 
by choosing <User-Defined> and then entering the local IP address of the 

computer or other device. Of course, you need to know the IP address of the 
device to do this.

You will now be directed back to the Overview tab of the Game and 
Application Sharing page. The assigned Game or Application will now show up 
in the list, along with the device it is assigned to. The Game or Application is 
now assigned, and should be available on the Internet.

Unassigning a game or application
If you want to assign an application to a different device, or you just don't 
need to have the application assigned anymore, you can unassign it.
In the Configure tab of the Game and Application sharing page, just click 
Unassign next to the application in the list of assigned Games and 
Applications. The application is now unassigned.
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6.4 Defining/Modifying a custom game or application

Defining a new Game or Application
If the Game or Application you want to assign is not in the list of predefined 
entries, you need to manually create it.

To create a new Game or Application, click on Create a new game or 
application under Pick a Task on the main Game and Application Sharing 
page.

You will now see the following screen:

Next to Name you can enter a name for your custom application. The name is 
non-critical, but a logical name is recommended, as you can easily recognize 
it in the list of games and applications and when it is assigned to a device.
Next, select the option Manual entry of port maps. The other option Clone 
existing game or application is not discussed in this manual, because it 
doesn't appear to have any use.
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or application, check your documentation. Websites like 
www.portforward.com can also provide information on which ports are 
used by a certain application or game.

http://www.portforward.com/


Click on Next, and you will now see the following screen:

Under Game or Application Name you will see the name for the application 
you entered.
Game or Application definition lists the ports that are forwarded by this 
application. If you are creating a new game or application, then the fields will 
be empty.
You can now enter the ports that are needed for your application. Please 
check the documentation of your application to see which ports and protocols 
are needed. I will now explain all the fields that can be filled in below:

Protocol
Specifies the protocol being used. Can be set to Any (TCP and UDP), TCP or 
UDP. The manual for the hardware or application on the computer should 
specify which protocol(s) have to be used.

Port Range
Here you can enter the port(s) that have to be forwarded. If you only need to 
enter one port number you have to enter the same number twice

For a normal portforward entry, you only need to enter the fields Protocol  
and Port Range.

After entering the details you have to click on Add  to add the ports to the 
definition of the game or application. If needed, you can enter multiple single
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ports, or port ranges. After adding ports you will get new fields to enter 
additional ports.

You can now click on Assign a Game or Application  under Pick a task
and assign the application like described in subchapter 6.3.

Modifying/Deleting a game or application

You might want to modify a predefined or custom application to suit your 
particular needs. Maybe you need to correct errors in a predefined or custom 
application. You can also delete applications that you created earlier if they 
don't contain the proper setting or when they are not needed anymore.

To modify a game or application, click on Modify a game or application in the 
main Game and Application sharing page.
You will now see the following page:
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This page lists all the currently defined games and applications. Next to each 
game or application, you can either click on Edit to edit the application, or 
Delete to remove it from the list.
When you click on Edit next to to a game or application you will end up on 
the same page as when defining a new game or application.
The page will list the ports that are forwarded with this game or application. 
Next to a forwarded port or port range you can click on Edit to change it, or 
Delete to delete the ports.

Like in the game and application definition page you can also add additional 
ports or port ranges to an application. Just fill in the Protocol and Port Range 
fields and click on Add to add the ports to the list.
You can even delete all the ports from an application and define all the ports 
and/or port ranges from scratch if you want.

After modifying an application you can re-assign it to a device by clicking on 
Assign a game or application to a local network device under Pick a task on 
the bottom of the page.
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6.5 UPnP information and configuration

All recent Speedtouch DSL devices have UPnP support. UPnP means Universal 
Plug and Play. It is a technology that enables devices and computers to 
arbitrarily create and remove port forwarding rules on a router device.
This means that the computer user doesn't have to manually configure a 
router to forward ports to devices on the local network. It is a kind of 
automatic game and application sharing.

There are, however, some disadvantages to using UPnP. Malicious programs 
installed on a computer can open ports without human intervention, which 
makes it easier for those programs to infect other computers and abuse the 
Internet.
Another disadvantage is that the port forwarding rules can be changed by 
other computers on the network, or expire after a certain time.
If you want to forward a port or port range to a device on the local network 
permanently, it is highly recommended that you set it up using Game and 
Application sharing, and not UPnP

Despite these disadvantages, UPnP still has some uses. Some programs work 
better when they can open ports themselves, like the MSN Messenger client 
and Bittorrent clients.
In general, UPnP works fine for ports that need to be forwarded temporarily.

Enabling/Disabling UPnP

To get access to the UPnP settings, go to Game and Application Sharing, and 
on the top right click on Configure.
This is the same page that is used for configuring game and application 
sharing. To enable UPnP tick the checkbox next to Use UPnP. There also is a 
second option, Use Extended Security , which means that devices cannot 
create port forwarding rules for other devices, but only themselves. If you 
want you can also check the box for this setting. 
After ticking one or more of the checkboxes go to the bottom of the page and 
click Apply. UPnP is now enabled.

To be able to use UPnP, the computer needs to be configured to make it 
aware of the router as a UPnP gateway. For more information, consult the 
documentation of your operating system or call support.
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7. Menu Item “Toolbox”

The Toolbox menu item contains several additional configuration options for 
your Speedtouch. You can for example enable support personnel to access 
your webinterface temporarily and setup Dynamic DNS to make access from 
the Internet to locally hosted servers easier.

7.1 Controlling the webinterface remotely with Remote 
Assistance

One of the features of recent SpeedTouch DSL devices is that the 
webinterface can be temporarily managed by someone on the Internet.
This can be handy if you want other people to change settings on your 
webinterface. You can for example ask someone to setup your VoIP or Game 
and Application Sharing.

To enable Remote Assistance, go to Toolbox and click on the Remote 
assistance icon and then click on the Enable Remote Assistance button.
The page will now display the following information:

URL The address the remote party needs to enter in their browser
Format of the address is always https://xxx.xxx.xxx.xxx:51003, 
where the x's are the numbers of the public IP address.

Username Always tech.

Password The password, randomly generated each time Remote 
Assistance is activated.

Provided with the address, username and password, the remote party can 
access the webinterface for 20 minutes. After that the connection will time 
out, and Remote Assistance needs to be reactivated.
The remote party will also have to login again, with a new random password.

Note: If you need permanent access to the webinterface remotely, please 
refer to appendix C: Enabling various services for the WAN.
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7.3 Parental Control

The parental control feature in SpeedTouch hardware enables you to filter 
websites based on their address. There is also a subscription based filter 
which can block sites that contain certain content that is illegal, unsafe or 
inappropriate. At the moment only the basic filter will be discussed in this 
subchapter, because the trial filter is not maintained, and licenses cannot be 
purchased. To configure Parental Control, click on Configure on the top right.
You will now see the following page:

Under Address Based Filtering there will be a checkbox Use Address based 
filter. To enable the filter, check the box and click on the Apply button 
In the table you will see whether there are address based filters defined, and 
what actions are taken when someone tries to access a blocked website. 
Under Website the page will list the webpage that is defined in the rule, 
Action will tell you what action will be taken when the website is requested. It 
will either block, allow or redirect the page.
Redirect will display the page the user is directed to, when the action is to 
redirect.
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Under Address Based Filtering you will see the list of defined rules if they are 
present, and three empty fields to define a new rule.
To define a new rule, just enter the address of a website under Web Site, 
enter the desired action (Block, Allow, Redirect) and under Redirect enter a 
site you want to redirect to, if you selected the redirect action. When you 
have entered all the details, just click on Add. The filter will now be added to 
the list, as shown in the screenshot:

The address http://www.unwantedwebsite.com will now be blocked by the 
SpeedTouch. After a rule has been added, it will show Edit and Delete next to 
it in the list. With those links you can either edit the entry or simply remove it 
from the list. Editing an entry is basically the same as adding one, only you 
are able to change the existing data entered in the three fields. After editing 
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the entry, click on Apply to register the changes. The changed rule will now 
be active.
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7.4 Firewall
All SpeedTouch devices contain a firewall to protect you from attacks from the 
Internet. This firewall offers an extra layer of protection besides the 
advantages of Network Address translation, which ignores incoming 
connections which are not initiated by computers on the local network.
The firewall configuration page on the webinterface only offers very basic 
control over the firewall. The firewall can be configured more precisely from 
the command line interface (CLI) but that is outside the scope of this manual.

To access the firewall configuration on the webinterface, go to Toolbox and 
click on the Firewall icon, and go to Configure. The following page will be 
displayed:

This screen will show the current settings for the firewall. Under Security  
Settings it will display the security level of the firewall. It will be set to 
Disabled, Standard or Block All.
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I will now explain how to change the security level and what the properties of 
the different levels are.

Under Security Settings you will now see three radio buttons which are used 
to set the security level. I will describe the three firewall levels below:

Block All Blocks all incoming traffic that has not been initiated on local 
computers. Incoming connections defined in Game and 
Application Sharing not allowed. Preferably not used since it isn't 
really practical.

Standard Default setting of the modem. All outgoing traffic 
will be allowed. Incoming traffic is allowed when defined in 
Game and Application Sharing. Additional user defined firewall 
rules will be active.

Disabled All traffic both in and outgoing is allowed. No firewall operations 
are done on the traffic going from the Internet to the local 
network and vice versa. Recommended when troubleshooting 
problems with Internet access.

If you want to set a security level, just click the radio button in front of it and 
click on Apply. The selected level will be activated.

Please note that the firewall won't stop malicious traffic generated by spyware 
and viruses on a local computer to the Internet. For added security, you 

might consider installing software firewalls on connected computers. Properly 
configured software firewalls will give a warning message if a program tries to 
access the Internet. You can then decide to block the program if you do not 
trust it.
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7.5 Intrusion Detection

The Intrusion Detection lists all the detected intrusion attempts on the 
modem. Intrusions are actions like a port scan (the attacker scans all the 
TCP/IP ports and looks if certain ports are open) or when someone sends out 
information and tries to crash a modem or computer.
To access Intrusion detection, click on the Intrusion Detection icon in the 
Toolbox section of the webinterface.

Provided below is a list of some of the intrusions the SpeedTouch detects and 
lists in the intrusion detection list.

tcp_port_scan TCP ports are scanned and checked if they are open

udp_port_scan UDP ports are scanned and checked if they are 
open

tcp_syn_flood attacker tries to flood the modem with SYN  
(synchronize) commands

ping flood attacker tries to flood the modem with ping commands

Under Pick a task you can click on View Security Logs to open a list of all the 
recent security logs. In the list you should be able to find which IP address 
performed a certain attack on your computer.

The option Clear Intrusion detection statistics will clear the list of intrusions. 
This can be done to check if your modem is still being attacked. All counters 
will be set to zero.

In general the modem will block most attacks, so you don't need to worry 
about this kind of attacks. It is more important to pay attention to the files 
you download and open on your computer. 
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7.6 Configuring Dynamic DNS

The Dynamic DNS feature in SpeedTouch devices enables you to make your 
Internet connection available on the Internet with a simple, easy to remember 
name.
This is especially handy when you have a server running behind the modem. 
Instead of the cryptic IP address which might also change over time, you can 
use a domain name to access services running on your broadband 
connection.
To use Dynamic DNS, you need to register an account and dynamic DNS 
hostname with a dynamic DNS provider such as Dyndns or No-IP. Their 
websites can be found at respectively www.dyndns.org and www.no-ip.com.
Details on registering an account can be found on the website of the dynamic 
DNS provider.

After obtaining a Dynamic DNS account and domain name, you can set it up 
on the SpeedTouch.
To access the Dynamic DNS configuration, go to Toolbox and then click on 
the Dynamic DNS icon. You will now see the Dynamic DNS Overview page.
When there is no Dynamic DNS configuration setup, the page won't show any 
details, except the message Use Dynamic DNS No.
To configure Dynamic DNS, click on Configure on the top right corner.
The following page will be displayed:

 

To setup Dynamic DNS,  enter the following settings under Configuration:
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Enabled tick the checkbox

Interface Will be Internet by default, can't be changed

Username enter the username

Password enter the password

Confirm password enter the password again

Service choose the service that you registered an account with

Host enter the registered hostname, for example 
mymodem.dyndns.org or myadsl.no-ip.org

After entering all the details, click on Apply. You will now be directed to the 
Overview window. If all the details were filled in properly it will list the details 
of the Dynamic DNS account, and next to Hostname: it will display your 
hostname and (Update Successful). Your modem should now be accessible 
with its Dynamic DNS hostname.
If the page displays (Update Error) after the hostname, then you didn't enter 
the details correctly. Go to Configure again and check the username, 
password and the hostname. After changing the information, click on Apply to 
activate the changes. After the hostname it should now say (Update 
Successful). If you are still having problems, make sure the dynamic DNS 
service you chose is reachable, and have your password reset, and re-enter 
the details in the Configure page and click on Apply.
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7.7 User Management

The User Management feature enables you to create, delete and edit users 
who login on the SpeedTouch device. Users with different roles have different 
privileges.
The highest level defined by User Management is the Administrator. An 
Administrator is allowed to perform every action available on the 
webinterface. A slightly lower user is the PowerUser, which can perform tasks 
like assigning Games and Applications, but cannot disable the Internet 
connection or assign the public IP to network devices.
The normal User can view all the settings on the webinterface, but is not able 
to change them.

To access User Management, go to Toolbox and then click on the User 
Management icon. You will now see the following screen, the Overview part 
of User Management:

A SpeedTouch in its default settings has only one user, the Administrator, 
with a blank password.
If you access the webinterface for the first time, you will not get a 
username/password prompt, but the webinterface will load instantly.
When you go to User Management, you will see the Administrator as a default 
user in the list.
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Setting up a password for the Administrator
With the daily use of the SpeedTouch, most of the time you will only need the 
Administrator account. If you didn't setup a password for the Administrator 
during the Easy Setup, now is a good moment to do so.
To change the password for the Administrator, click on Change Password 
under Pick a task.

On the next page you will be asked for the old password, and you have to 
enter the new password twice. Then click on Apply to save the settings. The 
password will now be changed.

Setting up a new user
You might want to setup additional users. To create a new user, click on Add 
new user under Pick a task in the Overview tab of User Management.

On the next page, enter the desired username and the userlevel 
(Administrator, PowerUser, User) and click on Apply. You will now be directed 
to the Overview tab of User Management, where you will see the new user in 
the list.

The new user will have a blank password. If you want to change it, you need 
to switch to another user. To do this, click on [ Administrator ] in the top left 
corner of the page, next to the menu items.
You will now see the following window:
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Click on Switch to Another User and login with the new username. When you 
are logged in, click on the username on the top left inside the brackets and 
the same window will popup. Click on Change Password and you can setup a 
password for this new user, as shown in the following screenshot:

You have to enter the old password, then twice the new password and click 
on Change Password to save the settings. The password will now be changed.
You have now created a new user and secured it with a password.
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8. Upgrading/Downgrading firmware

The SpeedTouch device runs on internal software(firmware) that can be 
upgraded. An upgrade of the modem might solve certain issues. It is also 
possible that you want to try a new firmware, or you just want to stay 
"current".
Please keep in mind that newer software isn't always better. This applies to all 
software in existence. Sometimes it is better to use an older version if it 
works fine and is stable. This is of course not true all the time. Sometimes 
you must upgrade because an old software version contains security flaws.

Firmware packages can be downloaded from different sources. For best 
results download the firmware from a local Thomson website if possible, for 
example www.speedtouch.nl or www.thomson-broadband.co.uk.
Another source is www.thomsontelecompartner.com. Use this site if you can't 
find a local Thomson website. The Thomson Telecompartner website offers 
downloads of generic firmware versions that should work properly in any 
country.

8.1 How to upgrade / downgrade the firmware

To upgrade or downgrade the modem you need two things. A firmware file, 
and an upgrade wizard.
Most of the time, the upgrade wizard and the firmware file will be available 
for download as a bundle. Please check the website and make sure that you 
either download the bundle or the separate upgrade wizard and firmware file.
If you download the firmware file seperately, make sure that you know the 
location of the file on your computer.

Before you upgrade it is highly recommended to setup the computer with a 
static IP address. Instructions on how to do this can be found in subchapter 
1.3, heading: Setting up a static IP.
It is also recommended to reset the modem so that it will not use the 
configuration on a different firmware release, which might cause problems. 
Instructions on resetting can be found in appendix B: Resetting the 
SpeedTouch.

Start the upgrade wizard by double-clicking on the executable file you 
downloaded. The following screen will appear:
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Click on Next>. The Upgrade Wizard will now try to detect the SpeedTouch.
When the device is detected, the Upgrade Wizard will show its details. Details 
include the model number, system board, current hardware version etc.
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Click on Next>. Now the Upgrade wizard will display the file it is going to use 
to upgrade the SpeedTouch with. 
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If no file is displayed, then you have to select the separate file you 
downloaded. Click on Have Disk , select the correct file and click on OK and 
then click on Next. The upgrade process will now start. 

When the upgrade is successful click on the Finish button to close the 
Upgrade Wizard. The modem is now upgraded. The upgrade wizard will 
display the following information:

The SpeedTouch firmware is now upgraded.
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8.2 Troubleshooting upgrade / downgrade problems

Modem will not accept firmware while it is the correct version

Start the modem in BOOTP mode. To do this, turn on the modem while 
holding the reset button on the back of the modem, for about 30 seconds. 
The power light will flash red quickly. Then start the Upgrade Wizard again

"The SpeedTouch device is not responding"

For some reason the SpeedTouch can't finish installing the firmware. Most of 
the time caused by not setting up a static IP address on the computer.
Please setup a static IP as described in subchapter 1.3: Setting up a static IP.
Also, try clicking on the Back button. This will cause the upgrade wizard to try 
uploading the firmware again. Most of the time a second or third run will 
upgrade the firmware properly.
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Appendixes

(A) SpeedTouch status lights and connectors

All newer SpeedTouch devices have about the same status lights. Following is 
a picture of a ST780 and an explanation of the status lights. Please note that 
not all devices have VoIP or WLAN lights, but the other status lights will 
behave the same on all SpeedTouch hardware. Also, this appendix doesn't 
apply on the ST510 running R4.3 firmware.

Status lights on the front

Power Indicates that device is powered on, and gives 
information about the status of the modem. 

green modem is started up and ready
red, flashing booting, or in BOOTP mode when flashing longer
red, solid boot failure. SpeedTouch not ready
off Speedtouch not powered on.

Ethernet Displays status of Ethernet connection

green, flashing ethernet connected. flashes with activity
off no network cable connected

DSL Indicates status of ADSL connection

green, solid synchronized to ADSL signal, OK
green, flashing trying to sync to ADSL signal
off no ADSL signal present
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WLAN Shows status of the wireless network. Flashing with any 
color indicates activity.

green secured with WPA encryption
orange secured with WEP encryption
red unsecured, no encryption
off wireless network not active / turned off on modem

PPP Indicates whether PPP link is up or not. Only applies to 
PPPoA/PPPoE connections setup on the SpeedTouch.

green PPP link up, connected to Internet
green, flashing trying to establish PPP link
off not logged in, username/password invalid

Internet Shows the status of the connection to the Internet
(varies with models)

green Internet connection up
orange/green trying to log in, username/password invalid
flashing
off not logged in, login failed

VoIP Shows status of Voice over IP.

green VoIP registered and connected
off VoIP not registered, or not turned on.

Status lights and connectors on the back

Following is a picture of the back of a ST780WL:
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The following items can be found on the back of most SpeedTouch devices, 
not always in the same order:

From left to right:

Antenna
Used for transmitting and receiving signals on the wireless network

Power socket
The socket that accepts the power plug from the supplied adapter. Use only the supplied 
adapter, or one with the exact same rating. All adapters for SpeedTouch devices supply AC, 
that means Alternating Current. The required voltage is printed on the label on the underside 
of the device.

On/Off switch
Switch for turning the modem off or on.

USB
A computer can be connected with a USB cable to the SpeedTouch using this socket. You 
need to download the SpeedTouch NDIS driver and install it to use the USB connection. It is 
recommended not to use this connection and connect through Ethernet or wireless.

Ethernet (yellow colored)
One or four sockets to connect computers to using an ethernet cable. A yellow colored cable 
is also supplied with each SpeedTouch device.
The Ethernet ports also feature status lights either to the side or in the connector itself. When 
a cable is connected, and active, a green light will be lit for the socket.

DSL (gray)
The socket to which the telephone cable coming from your ADSL filter is connected. During 
normal use, this cable always has to be connected.

PSTN  (black)
Connect your normal analogue phone line to this socket if you want to have a backup phone 
connection in case VoIP fails or if you want to use the normal phoneline for certain calls.

Phone 1/2 (green)
Used for connecting analog phones when you are using the VoIP functionality of the modem.

Reset (can also be labeled Default)
Reset button. Press until the power light goes red to completely reset the SpeedTouch to 
factory default settings. See also the next appendix, B. for more details on resetting.
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(B) Resetting the SpeedTouch

Resetting a Speedtouch device is a good idea in the following situations:

- The SpeedTouch is not reachable on Telnet or the Webinterface or 
ping, with multiple computers, no third party firewall software installed 
on the computers.

- The connection to the Internet is unstable using an Ethernet 
connection, but the Internet and ADSL are up and stable.

- The SpeedTouch behaves unpredictable and doesn’t react to changes 
applied on the webinterface.

As a rule of thumb, you should always try resetting the device, before giving 
up and replacing the device. Following are the instructions for resetting the 
SpeedTouch:

Note: These instructions apply to all newer SpeedTouch devices except the 
ST510. Resetting the ST510 is discussed further on in this appendix.

To reset a SpeedTouch device:

1. Get a sharp object like a paperclip or a pin.
2. Locate the reset button on the back of the modem. It is located under 

the little hole, next to the power switch. The hole is labeled Reset or 
Default most of the time.

3. Insert the sharp object in the hole and press the button (you should 
feel it “click”

4. Press until the Power light on the front goes red.
5. Release the reset button.
6. Wait for the SpeedTouch to reboot. When the Power light is green the 

modem is started up and ready again. The modem is now in its factory 
default settings.

Resetting the ST510

The reset procedure of a ST510 differs from the newer devices. To reset this 
device:

1. Locate the button on the front of the modem. The front is the dark 
grey part of the modem. There should be a little round button which 
can be easily pressed.

2. The modem should be on and started up (middle light green).
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3. Press the button on the front until the lights go out (should take about 
2 seconds at most).

4. Now turn the modem back on again by pressing the button for about 1 
second.

5. Wait for the middle light to flash from orange to green.
6. Push the button for 1 second while the light is still flashing from orange 

to green.
7. Wait again for the middle light to flash from orange to green.
8. Press the button again while the light is flashing orange to green for 1 

second
9. All the lights should momentarily burn solid green for a few seconds
10.The device will now restart in its factory default settings. When the 

middle light is green the SpeedTouch is ready and booted up.
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(C) Enabling various services to the WAN

Using the command line interface, you can make different services of the 
SpeedTouch available on the Internet. You can for example make the modem 
respond to the ping command, and provide webinterface and telnet access for 
remote management.

Making the modem respond to the ping command from the 
Internet
Open a telnet session to the modem. Enter the following commands:

:service system ifadd service=PING_RESPONDER group=wan
:saveall

Close the telnet session. The modem will now respond to ping requests from 
the Internet.

Enabling HTTP(s) and telnet
To be able to login remotely with HTTP(s) or telnet, you need to change the 
user level of the Administrator. By default the Administrator has the user level 
"Administrator" To be able to access services remotely, you need to upgrade 
the user level to "SuperUser". To do this, establish a telnet connection to the 
modem and enter the following command:

:user flush

Warning: this command will delete all the existing users. You can also create 
a new user and give it the SuperUser role. Then you can skip the user flush.

Close the telnet session and login again. The SpeedTouch will not ask for a 
username and password and will go to the prompt straight away.
Enter the following commands:

:user add name=Administrator password=password
role=SuperUser
:saveall

"Administrator" can be a different username if you didn't flush all users. 
Password can of course be any password you like. Please use a secure 
password since this password is used to remotely access SpeedTouch 
services.
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Close the telnet session and login again, now with the Administrator (or other 
user) and the password.

Following are the different CLI commands for different services. You can 
enter them all in one telnet session if you want.

To enable telnet access, enter:

:service system ifadd service=TELNET group=wan

Note: Please be aware that telnet access is not secure. Commands, 
usernames and passwords issued are sent in plain text over the network or 
over the Internet when accessing the SpeedTouch remotely.
For safe telnet access it may be better to establish a VPN connection to the 
local network and telnet to the modem over this connection.

To make the webinterface accessible from the Internet using HTTP or HTTPs 
enter:

:service system ifadd service=HTTP group=wan

or

:service system ifadd service=HTTPs group=wan

Note: It is recommended to setup HTTPs because it is more secure than 
normal HTTP. Also, if using HTTPs, you can still run a webserver on port 80 if 
needed.

After setting up one or more services for the Internet, you have to save the 
changes using the saveall command:

:saveall

Now the service(s) are enabled. You should now be able to access the 
modem using telnet or its webinterface.
To access the modem from a remote computer you need to use the public IP 
address of the connection. For example to access the webinterface remotely, 
enter the address http://xxx.xxx.xxx.xxx where the X's are the numbers of 
the public IP address.
You can easily find out your public IP address by going to 
www.whatismyip.com or going to Broadband Connection and looking at the 
IP address shown next to the Internet icon.
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Disabling services for the WAN
To disable a service you have to use the ifdelete command. For example, 
to disable HTTP use the following lines:

:service system ifadd service=HTTP group=wan

:saveall

Webinterface access using HTTP from the Internet is now disabled. You can 
disable other services by just replacing ifadd with ifdelete in the 
commands.
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(D) Configuration files and templates

All the settings of the SpeedTouch are saved in a central configuration file, 
the user.ini. You can download this file and back it up to restore your 
original SpeedTouch configuration later if needed.
You can also upload a configuration from another modem, or a configuration 
containing a special configuration that cannot be setup with the built in Easy 
Setup.
Finally, you can upload a file called a template. A template adds a new 
connection type to the list of connections you can configure using the Easy 
Setup.

Warning: Corrupted or unsuitable configuration files can permanently crash a 
SpeedTouch device. Only upload a configuration file if it was generated on the 
exact same model of SpeedTouch, or specifically made for your SpeedTouch 
device.

Backing up an existing configuration
To backup your existing configuration, go to SpeedTouch, click on 
Configuration under either the SpeedTouch item in the main menu, or on the 
page on the right. Now, under Pick a task, click on Save or Restore 
configuration. Click on the button Backup Configuration Now... Now you 
should see a download window appear. Save the user.ini file to a convenient 
location on your computer. Your configuration is now backed up.

Uploading a configuration file

To upload an existing configuration, go to SpeedTouch, click on Configuration, 
under Pick a task click on Save or Restore Configuration. Now click on the 
browse button. Select the configuration file, and click on the button Restore 
Configuration Now. The configuration will now be uploaded to the device.

You may have to restart the SpeedTouch to apply the new configuration. Also 
note that configuration files don't neccesarily contain usernames and 
passwords to connect to the Internet. You might have to go to Broadband 
Connection and enter the username and password.
Of course, if you upload a backed up configuration of a fully configured 
modem, everything should work and the modem should be connected to the 
Internet.
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Uploading a template

To upload a template you first have to get a proper template file. Please make 
sure that it is meant to configure your modem. Templates always have the 
extension .tpl. A filename of a template could for example be 
ethoa_st585_r6.2.tpl.

Templates cannot be uploaded using the webinterface. You have to connect 
to the modem with a FTP client and put the template in the /dl/ directory.
The simplest way to do this on a Windows computer is to open an Explorer 
window, for example by clicking on the My Computer icon, and entering
ftp://192.168.1.254/dl/ on the address bar.
When the modem is secured with a password, you will have to login with the 
Administrator account and the correct password.
When logged in, you can simply drag and drop the template to the window 
with displaying the /dl/ directory.
After placing the template on the SpeedTouch you can close the window. The 
template is now uploaded.

You can also upload the template with your favorite FTP client. Please 
remember that you have to request the directory /dl/ straight away when 
connection. Due to security reasons you can't view or change to the /dl/ 
directory from the root.

Where to get a specific configuration
Following is a list of connection types, and where you can get the proper 
configuration files:

Netherlands:

For special configurations of Dutch Internet providers you need to download a 
configuration wizard. Go to www.speedtouch.nl, go to Software/Drivers on 
the left, and choose your modem from the list and under Configuratie wizard 
voor SpeedTouch <model number> click on the download link for the 
configuration wizard. Please make sure that you download the right 
Configuration Wizard for your specific firmware. There are two configuration 
wizards, one for firmware R5.x and one for R6.x. The Configuration Wizard 
should contain all possible connection types in the Netherlands.
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United Kingdom:

On www.thomson-broadband.co.uk you can download the Custom Settings 
template if you have multiple public IP addresses. Normally, with UK 
firmware, this configuration should be present in the Easy Setup. If 
unavailable, you can still download it from this site.
Go to Products on the left, select your model, and you should end up on the 
downloads page for your SpeedTouch model which should also list the 
Custom Settings template.

If you are a Be customer, please download their firmware and configuration 
files, available on www.bethere.co.uk.

Sweden:

Please contact the SpeedTouch helpdesk by mail or phone if your Internet 
provider can't provide you with the configuration for your SpeedTouch.

Still having trouble finding your configuration or setting up your SpeedTouch? 
Please contact the SpeedTouch Support. Their telephone number and e-mail 
address are listed in appendix H: Resources and Links.

More info on connection types
Besides the configurations in the Easy Setup, the following configuration 
types are often used:

DHCP-Spoofing

This configuration enables you to connect an external broadband router, 
firewall or a server to a SpeedTouch device connecting to the Internet using 
PPPoA or PPPoE. The device connected to the SpeedTouch will obtain the 
public IP address of the connection.
To get a DHCP-Spoofing template or configuration file, contact the 
SpeedTouch support.
In the Netherlands you can configure the modem for this type of connection 
using the Configuration Wizard.

Routed Ethernet

Used if you have a RFC1483 or ETHoA connection and you want to connect 
multiple computers to the Internet. The built in Bridged Ethernet 
configuration in the Easy Setup only enables you to connect one computer at 
a time.
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In the Netherlands, you have to use the Configuration Wizard to setup the 
modem properly. For Sweden and other countries you have to contact the 
SpeedTouch Support to get a configuration file or template.

PPTP

This configuration is also used to connect a server, router or firewall directly 
to the Internet. This configuration can only be used with PPPoA/PPPoE 
connections.
The computer or other device will connect to the SpeedTouch  using a VPN 
connection, and get the public IP directly.
A PPTP connection can be setup as following:
Reset the SpeedTouch first by pressing the reset button on the back until the 
Power light goes red. Then, after the SpeedTouch has restarted, connect to 
the modem using Telnet, login and enter the following CLI commands:

:ppp flush
:ppp relay flush
:eth bridge flush
:eth flush
:atm flush
:atm phonebook flush 
:atm phonebook add name=pvc addr=8.48
:pptp profadd name=pvc
:dns server route add dns=4.2.2.2 src=0.0.0.0/0
:saveall

Please note that "addr=8.48" needs to have the correct VPI/VCI value for the 
connection. You might need to change "8.48" to a different value.

After configuring, setup your router or computer to connect to the IP address 
of the SpeedTouch using a PPTP connection. The username and password for 
the Internet will be used to login with PPTP.
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(E) Various fixes

Disabling digest authentication when webinterface is inaccessible
With firmware versions below R6.1 and Internet Explorer 7 you might 
experience problems accessing the webinterface. The webinterface will ask 
for a username and password but will not accept any input, even when you 
are entering a correct username and password.

To solve this, establish a telnet connection to the SpeedTouch and enter the 
following CLI commands:

:system config digestauth=disabled
:saveall

Now you should have access to the webinterface again.

Disabling browsing interception
Sometimes the browsing interception feature of the SpeedTouch 
unintentionally slows down access of web pages on the Internet.
To solve this problem, establish a telnet connection and enter the following 
commands:

:dsd config state=disabled
:saveall

Disabling the SIP ALG and forwarding port 5060 to a VoIP device
If you have an external VoIP device connected to a SpeedTouch and you are 
experiencing problems (phone cannot register, bad connection) you might be 
able to solve the problem in the following way:
Connect to the SpeedTouch using telnet. Enter the following commands:

:connection unbind application=SIP port=5060 
:saveall

Now go to Toolbox>Game and Application Sharing  on the webinterface and 
create a new game or application with port 5060. Then assign this application 
to the VoIP device.
Now try to use the VoIP device and see if it works correctly.
For information on creating and assigning games and applications, check 
chapter 6: Game and Application Sharing and UPnP.
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(F) Forced FXO and Dialplans

This appendix describes how to enable Forced FXO and generate custom 
dialplans.

Forced FXO
Forced FXO is a function that enables you to use the landline for any 
telephone number. Of course, a normal analog phone line needs to be 
connected to the back of the SpeedTouch. You have to connect this phone 
line to the "PSTN" socket on the back of the SpeedTouch.
To enable Forced FXO, establish a telnet session to the device, login and 
enter the following CLI commands:

:voice services provision type=forcedFXO
:voice services activate type=forcedFXO
:voice services assign type=forcedFXO servicecode=09
:saveall

For the servicecode  you can enter other characters if you want. You can 
also include the star and pound buttons.
Now when you want to use the outside phone line, just dial the servicecode 
before the rest of the phone number.

Dialplans
Dialplans assist you with dialing phone numbers and choosing the right 
interface to use for a phone call.
You can setup the modem to automatically dial an area code when calling 
local numbers with VoIP, or automatically switch to the normal analog phone 
line when that is cheaper for certain phone numbers (for example mobile 
phones).

Automatic adding of area code to local phone numbers
Most VoIP providers require you to enter the phone number in an 
international format. To be able to simply dial a local phone number, you 
have to add a dialplan to the SpeedTouch.

For example, someone lives in the Netherlands in Utrecht. The area code is 
030, and most phone numbers start with a 2. The dialplan below detects the 
2, and adds 003130 to the phone number, so that it will be dialed properly.
To enter this dialplan, establish a telnet session to the SpeedTouch. Enter the 
following CLI commands:
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:voice dialplan add prefix=2 defaultport=VoIP 
fallbackport=NA priority=low fallback=disabled 
minimumdigits=10 maximumdigits=10 posofmodify=1 
remnumdigits=1 insert=003130 rescan=no 
action=ROUTE_excl_#
:saveall

Now you should be able to properly dial local numbers. To adapt this dialplan 
for your area, change the prefix into the number local phone numbers start 
with, and replace the insert numbers with 00 and the international access 
code of your country.

Routing a call to the analog phone line

Most of the time it is cheaper to call mobile phone numbers with the analog 
phone line. To make the SpeedTouch switch to the analog line automatically 
when a mobile phone number is called, apply the following dialplan:

:dialplan add prefix=06 defaultport=FXO fallbackport=NA 
priority=NA fallback=disabled minimumdigits=1
maximumdigits=15 posofmodify=0 remnumdigits=0 insert="" 
rescan=no action=none
:saveall

The prefix indicates which sequence of numbers has to be detected before a 
call is routed to the analog line. This number differs with each country. In the 
UK most mobile numbers start with 07, in the Netherlands it is 06.
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(G) Wireless Zero Configuration

This appendix explains how to connect to the wireless network of the 
SpeedTouch (or any other wireless network) using the Wireless Zero 
Configuration of Windows XP.

A computer running Windows XP can manage wireless networks in 2 different 
ways. The computer can use client manager software that is supplied with the 
drivers of the wireless network card, or the built in Wireless Zero 
Configuration in Windows.

It is preferable to use WZC in most cases. It provides a general interface for 
setting up the wireless network. Client manager software sometimes works 
better, but a disadvantage is that each hardware manufacturer designs its 
client manager differently. So, in general it is best to use WZC to configure 
the wireless network.

Enabling Wireless Zero Configuration
To enable Wireless Zero Configuration, you need to check that the Wireless 
Zero Configuration service is running, and that the wireless network 
connection in Network Connections is configured to use WZC and not the 
client manager.

First, go to Start>Run and enter the command services.msc  and press 
<Enter>. You will see the following screen:
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Scroll to the end of the list and double-click on the Wireless Zero 
Configuration service. You will see the following window:

Make sure that the Startup Type  is set to Automatic. Next, check that the 
service is started by looking at Service status, it should say Started. If not, 
click on the Start button to start the service. The service should now be 
started. Click on OK and close the Services window.
The Wireless Zero Configuration will now be turned on each time the 
computer starts.
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We also need to setup the wireless connection to use WZC. To do this go to 
Start>(Settings)>Control Panel>(Network and Internet  
Connections)>Network Connections.
Right-click on the Wireless Network Connection, and click on Properties.
The properties window should have a tab Wireless Networks. If it is not 
available, WZC is not started, or the client manager software is interfering. 
Please check that the Wireless Zero Configuration service is started.
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Note: Sometimes client manager software disables the Wireless Zero 
Configuration service. To prevent this, you might need to setup the client 
manager to leave control to WZC.
If this doesn't work, then the wireless network card needs to be 
reinstalled without installing any client managers. For more information on 
this, contact the support of the hardware manufacturer.



Following is a screenshot of the Wireless Networks tab of the wireless 
connection:

In the Wireless Networks tab, tick the box in front of Use Windows to 
configure this wireless connection. Then click on OK to close the properties.
The Wireless Zero Configuration has now been enabled.
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Connecting to a wireless network

To connect to a wireless network, double-click on the Wireless Network 
Connection in Network Connections. (It is also possible to click on the 
message Wireless networks found in range that pops up in the bottom right 
corner in certain cases).
When you have clicked on the message or the network connection, you 
should see a list of the wireless networks like in the following screenshot:

Now, simply select your network and click on connect. A wireless SpeedTouch 
in its factory defaults will show up in the list as SpeedTouchXXXXXX - 
unsecured network.
If you have configured a different network name and secured the 
SpeedTouch, it will show up with the configured network name and 
encryption.

When the network is secured with an encryption key, Windows should ask for 
it automatically as in the following screenshot:
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Enter the key twice and click on Connect again.
The computer should now connect to the wireless network.

Hint: If you don't know the key and the SpeedTouch is in its factory settings, 
you can use the WPA-PSK/WEP key on the back of the modem on the label.
If you have configured a different encryption key, you can look it up on the 
webinterface at Home Network>WLAN:SpeedTouchXXXXXX>Configure under 
Security.

Troubleshooting Wireless Zero Configuration
There are various issues that might come up when trying to connect with the 
wireless network. These are all issues related to WZC. Some problems like 
interference on the wireless network frequency have to be solved by changing 
settings on the webinterface of the Speedtouch. For those settings refer to 
chapter 3.4 Troubleshooting wireless network issues.  I will now discuss 
issues with WZC and provide possible solutions.

- Cannot connect to network.

Always try to remove all the preferred networks which can be found in the 
Wireless Networks tab of the Wireless Network Connection properties. Old 
networks in the list sometimes interfere with connecting to a network
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- Message Windows cannot configure this wireless connection in the 
list of wireless networks. 

Re-check that WZC is turned on by checking the status of the service, and 
that the box
Use Windows to configure this wireless connection is also checked in the 
same tab.
Also try to reinstall the wireless network adapter with only the drivers and not 
the client manager software.

- The computer is connected, but the wireless network connection 
shows limited or no connectivity.

This might be an issue with the preferred networks or the encryption key. 
Right-click on the wireless connection in Network Connections, click on 
Properties. Now go the the second tab, Wireless Networks. Remove all the 
preferred networks from the list and click on OK. Then try to connect again.
When entering the encryption key, please check that it is correct. The default 
key is printed on the label on the underside of the SpeedTouch. You can also 
check the key by accessing the webinterface of the SpeedTouch and going to 
Home Network>WLAN:SpeedTouchXXXXXX>Configure and looking at the 
Encryption Key. If it is different from the code on the label, use this 
encryption key. This of course could also be a firewall issue.
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(H) Links and resources

You might need additional information even after reading this manual
Following are some links and resources for more and advanced support.

Main Thomson web resources
General information about Thomson:
http://www.thomson.com

Generic firmware, drivers and manuals for all Thomson telecommunication 
products including the SpeedTouch line:
http://www.thomsontelecompartner.com

SpeedTouch United Kingdom / Ireland:
http://www.thomson-broadband.co.uk

SpeedTouch Nederland:
http://www.speedtouch.nl

Forums and other user resources
English:
http://speedtouch.net.nz/forum/
http://www.beforum.co.uk

Dutch:
http://gathering.tweakers.net/forum/list_topics/4

A lot of information on portforwarding, lists of common ports, etc.:
http://www.portforward.com
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(I) Frequent Asked Questions and Shortcuts

This appendix answers frequent questions about the SpeedTouch and 
provides shortcuts to certain settings.

Webinterface

How do I prevent people from accessing the webinterface of the 
SpeedTouch?  I don't want people to be able to access it and view 
and/or change settings.

- Please refer to subchapter 7.7, User Management for setting up a 
password for the Administrator account.

I cannot access the webinterface. It continuously asks for a 
username and password, even when the modem is reset to factory 
defaults.

- You seem to be experiencing the digest authentication issue that occurs 
with Internet Explorer 7 and firmware versions from R5.4 through R6.1.
Please refer to appendix E, Various fixes for instructions on how to fix the 
digest authentication problem.

Wireless

I don't want to have people accessing my wireless network. How do 
I configure the SpeedTouch?

- You can either switch off the network completely if you don't use it, or 
secure it with encryption. Information on how to configure the wireless 
network can be found in chapter 3, Setting up the wireless network.

I am having problems with the range of my wireless network. It 
quickly drops off if I connect to it from distances over 10 meters, or 
2 rooms away from the  SpeedTouch. How can I solve this?

- There might be interference on the frequency that is used for the wireless 
network. Check subchapter 3.4, Troubleshooting the wireless 
network.
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I cannot see my SpeedTouch wireless network in the list of wireless 
networks.

- Check that the network name is broadcasted by the modem. Also change 
the channel of the wireless network, there might be interference from other 
wireless networks. Instructions can be found in subchapter 3.4, 
Troubleshooting the wireless network.

Networking

I want to access my public IP address on the Internet using a 
domain name from Dyndns (or another dynamic dns provider)

- Please refer to subchapter 7.6, Configuring Dynamic DNS. It contains 
all the instructions on how to attach a dynamic DNS domain name to your 
public IP address

I need to establish a VPN connection to the company I work for (or 
any other entity) and my IT department requires me to change my 
local range of IP addresses. How do I configure this?

- Please follow the instructions offered in subchapter 5.3, Changing the 
LAN IP of the SpeedTouch.

My game console gives error messages telling that it doesn't have 
full access to the Internet. How do I solve this problem? /An online 
game on my computer doesn't work properly. 

- You need to forward ports to get a game console or PC game working.
For information on ports needed for a certain game, visit 
www.portforward.com.
There are also predefined games and applications that can be assigned to a 
network device on the SpeedTouch. For instructions on port forwarding 
(assigning a game or application) check chapter 6, Game and Application 
sharing and UPnP.
You can also assign the public IP address of the connection to the game 
console, computer or other device to solve any problems with port 
forwarding. To do this, please refer to subchapter 5.2 Assigning the public 
IP address to a device.
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Various

I want to prevent my children from accessing certain webpages. 
How do I configure the SpeedTouch to achieve this?

- Please refer to subchapter 7.3, Parental Control to get information on 
filtering webpages with the SpeedTouch.

How do I reset my SpeedTouch to the factory settings?

- To reset a recent SpeedTouch device, press the reset button underneath the 
hole on the back of the mode until the Power light goes red. For more details 
on resetting the SpeedTouch, check Appendix B, Resetting the 
SpeedTouch.

My SpeedTouch is not detecting the ADSL signal. The DSL light is 
flashing or completely off. What things do I need to check?

- Check that the ADSL signal should be present on the phone line. Contact 
your Internet provider and ask them to check that the ADSL signal is 
activated on your phone line.
- Check that your cabling is OK. When it comes to cabling, there two 
problems that occur most often. First, the cable going from your ADSL filter to 
the SpeedTouch is too long or faulty. Connect the SpeedTouch with a 
different, shorter cable to the filter and see if the DSL light comes on.
Secondly, check that your filter is OK. Try to get a replacement filter and 
connect it, and check the ADSL signal again.
These steps should solve most problems with the ADSL signal.
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